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Abstract

In the data security the cryptography and steganography could be usefull for data security
individually. But individual these security techniques are not enough to provide sufficient data
security. In this paper we have shows that steganography and blockchain are used together to
hide encrypted data inside image. The proposed method will solve two major drawbacks of the
current existing security techniques, the large size of ciphertext imbedded into an image and
other is to provide integrity and authenticity are guaranteed by blockchain, because it provide
unalterable ledger and cryptographic hashes. Tamper detection will guaranteed through
verification of the extract messages’s hash against blockchain data.

Keywords: steganography, cryptographic, blockchain, Hybrid Approach, Tamper-Proof
Communication.

Introduction

The revolution in the digital age has brought about an exponential growth in data generation,
transmission and storage. Along with this boom, the risk of data breaches, unauthorized tampering
and cyber-attacks has also grown manifold. Conventional security measures including encryption
and password-based authentication provide protection but are frequently vulnerable to attacks and
exposing sensitive information to threats. The requirement for a more sophisticated and multi-
layered security infrastructure has never been more imperative. This paper discusses a new method
that combines blockchain technology and steganography to ensure greater data security, ensuring
both confidentiality and integrity [1].
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Blockchain, an immutable and decentralized ledger, has emerged as a game-changing technology
for securing digital transactions. Blockchain stores data in a way that makes it impossible to alter
without being detected, thus offering a robust mechanism for verification[2]. Every transaction or
data entry is encoded in a block and cryptographically linked to the previous one, providing a
secure and open record of information. Blockchain was first created to handle financial transactions
but has been used across other areas, including healthcare, supply chain managementand secure
communication[3].

Steganography is a well-established technique for hiding information in digital media, such as
images, audio, and video. Unlike encryption, which transforms data into unreadable format to
prevent unauthorized access, steganography conceals information in an invisible manner for the
human eye[4]. This undetectable property renders it an extremely useful secure communication and
protection method for sensitive data. While traditional steganography techniques rarely include an
efficient method of verification, this drawback curtails its suitability for applications with security
demands[5][32].

The combination of blockchain and steganography overcomes the weaknesses of both systems by
synergizing their strengths. In the system under consideration, sensitive information is hidden in
images through steganography and a linked cryptographic hash is stored in the blockchain. This
protects against any unauthorized changes in the image to be detected by checking the stored hash.
When an image is tampered with, its derived data will no longer be equal to the original hash
indicating possible tampering [6].

A. Importance of Data Security Using Blockchain and Steganography

First, it offers another layer of protection, making unauthorized access and tampering much
harder.

Second, the blockchain ledger promotes transparency and accountability since all changes are
logged and can be traced. Finally, blockchain's decentralized nature prevents the risks of
centralized storage, reducing the probability of single-point failures [7].

The present work intends to give a holistic description of the intended system, covering its
execution, performance, and applications. With the help of blockchain to authenticate integrity
and steganography for hiding data, this study enhances the methodology of secure storage and
transmission methods for data [8]. The subsequent parts of this article will discuss
methodology, system architecture, experimental findings, and implications on a large scale of
the new security system [9][33].

B. Problem Definition: In the current digital environment, protecting sensitive data is still a
major challenge. Conventional data protection methods, like encryption and password
authentication, are effective but vulnerable to security attacks, such as hacking, data tampering,
and unauthorized access. Centralized data storage systems also present a major threat, as a
single point of failure can result in massive data loss or exposure [10].

The issue comes in because a safe, verifiable, and decentralized way of holding and carrying
out confidential data has to be ensured. Present cryptography methods guard information by
rendering it inaccessible to non-authorized personnel, but intercepted, the mere existence of
encrypted data may be an indication of sensitive information. Steganography tries to meet this
demand by hiding information inside digital media such that it will be hidden from possible
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intruders. Nevertheless, conventional steganographic techniques have weak verification
mechanisms, exposing hidden information to tampering without evidence [11].

C. Key components of the problem definition include:

e Confidentiality: Protect sensitive information from disclosure to unauthorized parties via
steganographic embedding.

e Integrity: Guard against illicit tampering by storing cryptographic hashes on a blockchain.

e Decentralization: Disallow single points of failure through the distributed nature of
blockchain.

e Tamper Detection: Support effective verification of data integrity to identify any illegal
alterations.

By solving these problems, the designed system can improve data security in some applications,
like secure documentstorage, confidential communication, and digital watermarking. The following
sections will present more details about the methodology, implementation, and experimental
validation of this security scheme.

RELATED WORK

Blockchain and steganography integration has been investigated through many studies that all
pointed to the advantages and limitations of using these technologies for the protection of digital
data. The following overview offers a look into some notable research contributions concerning
blockchain-based security, steganography methods, and their implementation in combination
[12][30].

The technology of blockchain has become so well known today because it's decentralized and non-
alterable. It makes sure that as soon as data is written, it cannot be changed without agreement,
which renders it extremely resistant to tampering. Different research has proven the efficiency of
blockchain in protecting sensitive information in a variety of areas. For example, Chowdary[4]
presented blockchain in the context of Bitcoin, proving its ability as a safe and open ledger system.
Follow-up studies have investigated blockchain uses in healthcare, financial transactions, supply
chain management, and identity verification.

Sharma et al. [6] has explained how blockchain's decentralized structure eliminates the necessity of
a central authority, thus minimizing risks of centralized storage systems. Recent developments have
also suggested hybrid blockchain architectures that improve security while maximizing transaction
speeds, which are appropriate for real-time applications. Nevertheless, blockchain itself is not a
promise of confidentiality, as every transaction entered on an open ledger can be seen by members
of the network. This restriction calls for the combination of supporting security methods like
steganography.

Steganography has been extensively studied as a technique for hiding secret information in digital
media, so that data is not accessible to unauthorized users. Steganography does not make data
inaccessible to unauthorized users, as encryption does, but hides the fact that data is present. Several
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steganographic techniques have been proposed, such as spatial domain techniques such as Least
Significant Bit (LSB) manipulation and frequency domain techniques such as Discrete Cosine
Transform (DCT) and Discrete Wavelet Transform (DWT).

Adee and Mouratidis [8] offered a pioneering investigation into digital steganography, presenting
its capability in secret communication. Subsequent investigations presented better algorithms to
enhance capacity for payload along with image integrity. For instance, Abbas et al. [9] presented a
steganographic process that further advance security through incorporation of cryptographic
encryption prior to inserting data. However, a basic problem of many steganographic

systems is insufficient verification mechanism that leaves them at risk of detection-free alterations
[24].A smart grid relies on advanced metering infrastructure techniqus, which improves intrusions,
a novel fog-edge-enabled federated SVM-based enhanced intrusion detection system has been
proposed. It improves accuracy and efficiency and protecting user data using outperforming
traditional methods on NSL-KDD and CICIDS2017 datasets [25]. The evolution of 10T and 5G sets
the backbone for 6G technology for ultra-fast data, low latency and edge intelligence technology.
The digital technology cover the gap between real time monitoring and data communication, a
enhanced federated learning DT technology has been introduced for securing 6G operations in
smart cities[26]. The lack of digital security in automated housing societies, author proposes to keep
secure automated housing society using loT and networking simulated via Cisco Packet Tracer and
connected homes, power stations and banks with 10T devices using routers, switches, VLSM-based
IP addressing [27].

S.No | Authors (Year) Title/Focus Key Contribution Source
1 | Rajguruetal. [1] | Steganographic | Proposed multiple E3S Web of
approaches for steganographic methods to Conferences
cloud security improve cloud data
confidentiality
2 | Arunachalam et Cybersecurity Developed a national cyber SN Computer
al. [2] framework for framework for secure time sync Science
time
dissemination
3 | Wangetal. [3] Deep learning Survey of deep learning-based arXiv
for data hiding unifying
steganography steganography and watermarking
4 | Chowdary et al. Steganography | Audio steganography integrated arXiv
[4] in speech signals | with encryption for secure
communication
5 | Prasharetal. [5] | Reviewondata | Survey of current cybersecurity Springer
security challenges, including
challenges steganography
6 | Sharmaetal. [6] | Healthcare Discussed steganography in Springer
cybersecurity context of healthcare
information security
7 | Jajodiaetal. [7] Encyclopedia Comprehensive coverage on Springer
entry cryptography, steganography
and security techniques
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8 | Adee&Mouratidis | Cloud data Proposed 4-step model using Sensors
[8] protection steganography and cryptography
9 | Abbasetal. [9] Hybrid crypto- Presented a hybrid security IEEE

stegano for cloud | system combining
steganography and cryptography

10 | Madavi&Karthick | Enhanced cloud | Combined encryption and IEEE
[10] security steganographic methods for data
protection
11 | Pantetal. [11] Three-step An early hybrid model IEEE
model integrating RSA and
steganography for cloud
12 | Chatterjee et al. Secure LMS Cloud LMS security enhanced Wireless
[12] with encryption and Personal
steganography Communications
13 | Dudiki et al. [13] | Hybrid Introduced cryptographic IEEE

cryptography algorithm with potential for
steganographic integration

14 | Abel et al. [14] Crypto-stegano | Secure data embedding method Springer
in cloud for cloud using both techniques

15 | Pandey et al. [15] | ML for cloud Studied machine learning roles IEEE
security in cloud security, touching

steganography use

A. Blockchain and Steganography Integration

The integration of blockchain and steganography has been suggested as a new method of
overcoming their respective limitations. A number of studies have identified how blockchain
can be used as an immutable verification layer for steganographically hidden data, such that
any unauthorized changes are identifiable.Pant et al. [11] proposed a blockchain-based
steganography authentication system, where cryptographic hashes of secret messages were
stored on the blockchain. The method allowed users to recover and authenticate hiddendata
without revealing it to third parties. Chatterjeeet al.[12] also conducted a study on an optimized
blockchain-steganography framework for secure document storage, proving enhanced security
and efficiency over conventional encryption-based schemes.

Despite these advancements, challenges remain in optimizing blockchain performance, reducing
computational overhead, and improving steganographic robustness against attacks. Future research
aims to address these issues by incorporating artificial intelligence for adaptive security measures
anddeveloping lightweight blockchain protocols for faster transaction validation.

BACKGROUND WORK

A. Block Chain

Blockchain is a ground — breaking technology that facilitates the creation of distributed and
decentralized databases, where information is stored as an ever-expanding chain of records called
blocks. Each block contains a cryptographic hash of the previous block, a timestamp, and the actual
data, forming an immutable and tamper-resistant ledger. This cryptographic linkage ensures data
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consistency and prevents unauthorized manipulation-altering even a single bit would require
recalculating the hashes of all subsequent blocks, which is computationally infeasible[13][28].

Originally developed to support financial transaction, blockchain technology has since evolved to
support a wide range of applications, including supply chain tracking, secure data logging,
healthcare, and digital identity management. Its strength lies in tis ability to provide verifiable,
auditable, and transparent records without relying on a central authority, making it highly suitable
for systems that demand trust, integrity, and resilience against tampering [14].

the uses of blockchain technology are growing exponentially in the field of cybersecurity. Many
researchers have worked with blockchain technology to reduce cyber security in the field of
finance, audit reliability, regularity and education. In the year of 2008, NakaMoto has introduced a
concept of blockchain which works on decentralized ledger technology and support peer-to-peer
transactions without intermediate alteration [15].
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Start = Blockchain = Genesis- - 9 = Transactionoption” — o~ ——-— + End
MNetwork
Network Block Request?
Participants
! |

Y;i
Validate Transaction

with Consensus

Protocol

L4

Consensus
Achieved?

Mo

¥
Discard and
Re-evaluate
Transac tlon

Add Block
to
Blockchain

¥

Update Ledger and
Notify Participants

Fig 1.Working diagram of Blockchain
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The fig 1 lustrated the working of blockchain technology. In the first step, the process is started and
initiated the blockchain network for setting the foundation for transaction. In the next step, create
the first block (also known as Genesis block), which has no previous block address[16]. Now
current state of blockchain ledger is shared with all networks. In the next step, a decision is made
and check is there a new transaction request arises, if yes then proceed to validate the transaction
otherwise end the process. The new transaction is verified using a consensus algorithm, this validate
that all the participants agreed with the transaction and check the transaction is valid or not. The
next decision point checks the transaction is approved or not if the transaction is discarded, it will

Hash of
previous block

be re-evaluated till approved [17]. The invalid or unapproved transaction will re-examine or
discarded and if transaction is approved, the transaction is added as a new block of blockchain. All
nodes are updated with the new blockchain states. Now updated block is distributed again and ready
for the next transaction [18][29].

Fig 2.Architecture of Block in Blockchain

The fig 2 illustrated that the block of block chain which contains three types of storage section, in
first section contains data and the second section contains the hash value of that data and the last
section contains the hash of previous data.

Block 1 Block 2 Block 3
m m
Hash: 2967 Hash: 2877 Hash: 2457
Previous Hash: 0000 Previous Hash: 296f Previous Hash: 257f

Fig 3.Architecture of Chain in Blockchain

The fig 3 depicted that the chain in blockchain, in which block 1 contains the hash value of
previous block, in this case block 1 is a starting block has not previous block so it contains 0000,
and the block 1 has its own hash 296f of data 1, the block 2 contains data 2 and also contains the
hash value of data 2 that is 287f and previous block’s hash value that was 296f. This process
creates a chain of hash values.

A. Steganography Technology

Steganography is the art of concealing information within digital media such as images, audio, or
video, offering confidentiality by hiding the very existence of data. Unlike encryption, which
scrambles data, Steganography embeds it imperceptibly- commonly using Least Significant Bit
(LSB) techniques [19]. While effective in hiding information,traditional methods lack verification
mechanisms, making them vulnerable to tampering.
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Recent Research explores integrating blockchain with steganography to enhance data integrity,
leveraging blockchain’s decentralized and tamper-proof nature. Successful steganographic systems
must ensure imperceptibility, security, capacity, and robustness, with digital images being the
preferred medium for embedding secret data without compromising quality[20].Face recognition
technologies based on image data have also adopted similar media embedding strategies for
maintaining security and image fidelity [35].

Steganography is classified into two categories, first is pure steganography and the second is
symmetric and asymmetric steganography. In pure steganography, it does not work on exchange of
information while symmetric or asymmetric steganography works on exchange of information and
need the security key before sending a message[21]. The steganograpy is totally depends on type of
medium being used including text, images, audio-files and network protocols used in network
communication [22].

Image steganography is categorized according to working area like spatial domain and frequency
domain, in spatial domain steganography works directly on image pixel value and able to change
the pixel gray-value and in frequency domain, the image will first convert into frequency domain
and then message arecombined in the coefficients [23].

PORPOSED MODELLING

The proposed system has tested the combination of blockchain and steganogrpahy as a solution for
each method’s have been proposed previsouly. Steganography hides information with
confidentiality, where asblockchain verifies the integrity and authenticity with cryptographic
hashing functions. This proposed system provides two-tiered security mechanism and proved
authenticity and confidentiality of data. The older system was not able to provide convenient
integration or speedy verification processes in many cases.

The suggested system enhances current ideas by strongly coupling blockchain and LSB-based
steganography. The Secure Data System initially hides secret messages in images through
steganographic encoding. It next stores the metadata and a SHA-256 hash of the concealed content
in a blockchain ledger. At verification time, the system retrieves the data from the encoded image
and verifies it against blockchain records to establish authenticity. This dual method guarantees
confidentiality (through steganography) and integrity (through blockchain), ensuring strong
protection against tampering and unauthorized access.Earlier video-based security models explored
classification through embedded frames, a foundational approach to the current hybrid method [36].
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Biockehain Validity Chack
is_chain_valid()

Fig. 4 Flow Diagram of Proposed Algorithm

A. Pseudocode of proposed model

1. Initialization (Secure Data System)
o Creates a new Blockchain instance.

« Generates the genesis block (Block 0).

2. Store Data (store data)
1. Steganography Encoding:
o Input: image_path, secret_data, output_path
« Converts secret_data — binary (text_to_binary).

« Embeds binary data into the image using LSB steganography:
o Modifies the least significant bit (LSB) of each pixel’s RGB values.

e Adds a 16-bit delimiter (1111111111111110) to mark the end.
« Saves the modified image as output_path.

2. Blockchain Recording:
o Creates a block with:
e image_path (original image).
e Output_path (encoded image).
o timestamp (current time).
o data_hash (SHA-256 hash of secret_data).
e Adds the block to the blockchain.

3. Verify Data (verify_data)
1. Steganography Decoding:
o Extracts LSBs from the encoded image.
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e Converts binary — text (binary_to_text).
e Uses the delimiter to identify the end of the hidden message.

2. Blockchain Verification:
e Computes the SHA-256 hash of the decoded data.

o Searches the blockchain for a block with a matching data_hash.
e If found — valid (returns decoded data + blockchain proof).
e Ifnot found — invalid (data tampered or not recorded).

4. Blockchain Integrity Check (is_chain_valid)
o Validates the entire blockchain by:
o Checking hash consistency (recomputing hashes).

Ensuring previous_hash links are unbroken.

B. Mathematical Formulation

1. Message Encoding:The encoding of the message is the process of hiding secret text data inside
an image file using steganography. Unlike traditional encryption process which transform secret
message into ciphertext but these approaches are not able to provide sufficient security but due to
steganography the secret message conseals within an image’s pixels and if anyone look at these
image through naked eyes, it looks like unchanged images. But before hiding the secrete
message in image, it must be convert into a format that can be embedded within an image pixels.

Binary Conversion

B = bin(M) = U™ bin(M;)(1)

Add Delimiter

B' = B||D (2)
Pixel-level LBS Embedding,
Let P, j , € I be the pixel at position (i,j) and color channel K € {R, G, B}. Then
P/ = Pijx N254V bwhereb € B'(3)
Repeat for all bits b € B to get:
I' = LSB_Encode(l,B") 4)
2. Blockchain Hashing & Block Creation
Each block B is a 5-tuple:
B; = (i, hi—1, Ty, Dy, h)(5)
Where
e i=Dblock index
e hj.1= previous block’s hash
e Ti=timestamp
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e Di=data (includes image path and H(M) )
o hi=H(i|lhi|[Ti[| D)

the genesis block By is:

By = (0,"0",To,"GenesisBlock", H(0||"0"||To||"GenesisBlock")) (6)

3. Verification Function
Image Decoding
Bd = Extract_LSB(I")(7)
M’ = bin~1(Bd[: index(0)])(8)
Hash comparison

?
H(M') = H(M) € {B;.D;[data_hash]}  (9)
If match is found, return “Valid” else “Invalid”,

4. Final System composition

The system S can be expressed as a composition:
__ (TrueValidated,if3B;eC:H(M")=B;.D;[data_hash]
S(M’ I) - {False,NotFound,Otherwise (10)

RESULTS AND DISCUSSIONS

The proposed systemcombines steganography with blockchain technology to provide data
confidentiality and integrity in secure communication. The combination creates a two-tiered
security mechanism—hiding sensitive information in digital media (with LSB steganography) and
ensuring authenticity and unalterability of that information through a decentralized blockchain
ledger. The fig 4 shows that the output of the proposed mode, in which “Welcome to COER
University” is a messege. We have encrypted the message and embed the ciphertext inside an
image “sample.png”. The encryption of message and combination in image takes 1.123586
seconds.
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Storing data...
Storage successful! Encryption Time: 1.123586 seconds

Verifying data...

Data is valid!

Message: Welcome to COER University
Decryption Time: 9.76726@ seconds
Verification Time: 9.80003@ seconds

Blockchain Proof: {'index': 1, 'timestamp': 1746290768, 'original image': 'sample.png'}

Blockchain valid? True

Blockchain dump

Block @: Genesis Block

Block 1: {'image path': 'sample.png’, 'output_path': 'encoded.png', 'timestamp': 174629870@.413574, 'data hash': '188baa32e
587131e8d60e2564670923442225b79208095d6deBf3b733ec3cadf ", 'encryption time': 1.1235862999992685}

Fig 4.0Output of the Proposed Model

A. Data Storage process: When the system runs, it starts by inserting a secret message (e.g.,
"Welcome to COER University") into a digital image (sample.png) by applying the Least
Significant Bit (LSB) steganography technique. The technique is subtle in that it alters the pixel
values of the image without significantly impacting its visual look. The output is an encoded
image (encoded.png) whose visual appearance is no different from the original image but has the
embedded message.

The process output:

Storing data...
Storage successful!

Fig. 5: Output of Data Storage

B. Data Verification and integrity checking

After hiding the data, the system goes on to recover and authenticate the message through a
hash-based integrity verification. The cryptographic hash (SHA-256) of the concealed message
is computed and compared to the stored hash in the blockchain.

The output proves that the message was retrieved successfully and its hash agreed with the stored
value in the blockchain. This guarantees that the data has not been altered while being
transmitted or stored.

Verifying data...
Data is valid! Message: Welcome to COER University

Fig. 6 BlockchainVerification
C. Blockchain Record structure
The blockchain is a tamper-resistant record that holds metadata regarding the steganographic
process. It starts with a Genesis Block (block 0), i.e., the parent of the chain, and then block 1
containing the information of the transaction
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This document consists of:
e Paths to original and output images for reference,
e Timestamp of the action,
e A SHA-256 hash of the secret data to confirm integrity.

It would be impossible to change the image or message without causing a discrepancy in the hash,
and the system would mark the data as invalid.

Blockchain dump:
Block @: Genesis Block

Block 1: {'image_path’: 'sample.png', output_path': 'encoded.png', 'timestamp': 1744732858.638415, 'data_hash': '188baadle
507131e8d6022564670923442225b79208095d6de0 307338 Icadf " }

Fig7.0Output of the Genesis Block

Sample.png encoded.png
Fig 8.Image Difference between Before and After Message Encoded

The fig 8 shows that the encrypted message has been combined with imgeLSB, which is pixel
level combination. The above images have no difference at visual, but the pixels of both images
have been changed.

Encryption Time vs Data Size

Encryption Time (s)
5

o 500 1000 1500 2000 2500 3000 3500
Data Size (bytes)

Fig 9.Encryption Time Computation
The fig 9 shows that the encryption computation time of the proposed algorithm. The 26 bytes size
of data takes 1.089 seconds encryption time. The encrypted data embed with image LSB and create
an new image that looks like same as previous. The fig 10 shows the decryption time of proposed
algorithm. The same size of data embeds with image takes 9.160 seconds. The taken time combine
with verification as well as decryption time.
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Decryption Time (s) vs Data Size
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le-5 Verification Time (s) vs Data Size
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Fig 11.Verification Time Computation

The fig 11 shows the varification computation time taken by the proposed algorithm.The
varification process combine with two steps first is decoding and other is varification. During the
decoding, extract the LSBs from the encoded image and convert the binary to text. Use the delimiter
to identify the endof the hidden message. The vairfication section compute the SHA-256 hash value
of decoded message and search blockchain for a block with a matching hash value. If the hash value
get matched, it return the decoded data with blockchain proof, Otherwise data got tampered no
record found.

The fig 12 shows the time comparison between encryption, decryption and verification. The
verification takes less time as compared to encryption and decryption.

Heatmap of All Operations vs Data Size
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Fig 12.Time Computation graph of encryption, decryption and verification
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CONCLUSION

The proposed model authenticate the combining of steganography with blockchain technology can
significantly improve the data communication between two parties. The method effectively solves
two major problems with traditional methods: the size limits of embedded ciphertext and the lack of
data integrity and authenticity. It does this by embedding encrypted data in images and using
blockchain's unchangeable record and cryptographic hashes. GAN-based approaches for synthetic
secure datasets in mobile health have also shown promise in testing tamper-proof validation layers
[34].This integration guarantees safe data transfer with dependable tamper detection, making it a
hopeful answer for modern secure communication systems.
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